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More than 4‘000‘000 Cyber Attacks  -- Every Day!

sicherheitstacho.eu



Botnet Business Case: cyber-Blackmail

Bot-Nets
&
Denial of Service
Attacks
available
on the Darknet



Mirai Botnet Attack 11/27/2016 Successfully Stopped

Devices Attack Devices

http://www.riskviz.de

Collateral damage at Deutsche Telekom:

Internet usage down for 900‘000 customers

Worldwide Target:

Take control of end-user IAD / home routers

http://www.riskviz.de


WannaCry Outbreak 05/12/2017

Known Vulnerability
in Windows SMB Service

Known from NSA Equation Group
Leak 2016

Patch Available  since 03/14/2017

Targets

• Server

• Workstations

• PC-Based Devices



every Organization is a potential victim

100 million customer data records stolen  - PSN 
offline for one month

Up to 145 Mio. customer data 
records stolen 

Over months, attackers accessed computers in 
NYT's editorial offices

Up to 500 Mio. customer 
information stolen 

76 million customer data records stolen, 
attack was revealed after 2 months Theft of internal & confidential 

customer documents (e.g. from the FBI 
& NSA) 

Networks of the 
German Bundestag 
infiltrated with 
persistent Malware



Attacks are getting more professional,
causing greater Damage
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targeted Cyber attack come in through the door

1. Attacker sends 
malicious Email

2. Victim opens 
malicious Email

3. Attacker takes control 
over the system

4. Attacker establishes further 
connections to other systems

Accounts

Passwords

etc.

5. Attacker collects
important data

6. Attacker exfiltrates data



Targeted Attacks

Persistent

Flexible

Under the radar

Asymmetric

“Arms race” 

The evolution of attacks changes the rules

Prevention ?

Resilience !



Example - Email: Recognizing malicious attachments 
without opening the Email

Sandbox

û



Cyber Defense collects Monitoring Input

Po
li
c
y 
a
u
d
it
in
g

Vu
ln
er
a
b
il
it
y 
sc
a
n
n
in
g

En
d
po
in
t 
pr
o
te
c
ti
o
n

Fi
r
ew

a
ll

Se
c
u
r
it
y 
g
a
te
w
a
y

ID
S 

/ 
IP

S

A
d
va
n
c
ed

 t
h
r
ea
t 

pr
o
te
c
ti
o
n

En
d
po
in
t 
d
et
ec
ti
o
n

 &
 

r
es
po
n
se

Security Incident & Event Management
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Cyber Defense provides Detection And Response

Situational Awareness

Global Attack Patterns

Technical Use Cases

Tool Based Monitoring

Alarm Analysis (L1)

Attack Analysis (L3)

Incident Response

Environment Analysis (L2)
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Cyber Defense needs Human Intelligence

Requirement of

- Security Experts and

- 24/7 Duty

Drives 

Need for People and Skill 

Development

à

Cyber Security Professional Training 

Program

DTAG & Cologne Chamber of Commerce

Situational Awareness

Global Attack Patterns

Technical Use Cases

Tool Based Monitoring

Alarm Analysis (L1)

Attack Analysis (L3)

Incident Response

Environment Analysis (L2)
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Managed Service:

Threat
Intelligence 

Managed Service:

Security
Monitoring

In-house CERT

Cyber Defense is a Managed Service

A Strong Outsourcing

Partner Helps to establish

Efficient Cyber Defense

Situational Awareness

Global Attack Patterns

Technical Use Cases

Tool Based Monitoring

Alarm Analysis (L1)

Attack Analysis (L3)

Incident Response

Environment Analysis (L2)
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Expert support



Customer

Security Team

Service Provider

Level 1 / 2 Analysts

15

USE CASE ALARM

Verification
and check

False positive rating 
and documentation 

Detailed analysis 
Incident estimation 
and documentation

Incident

Is Alarm 
a false 
positive?

Cyber Defense Monitoring Workflow



Prevent Detect Respond

Cyber Defense is Part OF overall security operations

Policy Auditing

Vulnerability 
Scanning

Endpoint 
Protection

Anti-SPAM

Firewall

Security Gateway

CERT

Major Incident 
Coordination

Incident Response

IT Forensics

Malware Analysis

Threat Intelligence

SIEM

IDS / IPS

Advanced Threat 
Protection

Endpoint Detection 
& Response

Threat Hunting

Service Management

Reporting

Consulting
Further cooperation 

opportunities Exist for 

operational Security

Security As a Service

by A trusted Provider



Cyber Defense Take Away

Digitization increases Attack surface:

Crime Follows Business

Digitization increases Attack surface:

Crime Follows Business

We need Resilience:

Prevent + Detect + Respond

We need Resilience:

Prevent + Detect + Respond

Managed Services help Tackle 

the Cyber defense Challenge

Managed Services help Tackle 

the Cyber defense Challenge



Q & A


